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Why Bother?

- Storage is cheap @ $0.18 cents per gig
* Just Google it

+ Email is not a record

* IM is not a record

* We delete everything

* Let the users decide
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Records Management Trends ,symantea

40% of organizations represented still don’t
include electronic records in their retention
schedules

Almost 40% do not have a formal records
hold order system in place

44% don’t include electronic records in their
records holds

Source: ARMA Electronic Records Management Survey

Information

R( cu v 's Management Trends ,symantea

Data is everywhere

= 75% of a company’s IP is contained in email
= 1in 50 files contain confidential information

Investigations and E-Discovery are rising \
= 75% of all corporate litigation involves email
= Fortune 500 averages 147 active lawsuits \

Information creates exposure & risk
= Over 96% of business information is in digital format
= 1% is in paper (UC Berkeley) and 70% is never printed
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Definition of ESI 9 symantec.

“While neither the amendments nor the accompanying
Committee Notes explicitly define that phrase, it is understood

to mean information created, manipulated,
communicated, stored, and best utilized in
digital form, requiring the use of computer
hardware and software.”

Ken Withers
Northwestern Journal of Technology and Intellectual Property

Expand the definition of a record
= Files, Email, SharePoint, IM, Databases, Text Messages

Definition of ESI 9 symantec.

< 1(A) Electronically Stored Information is any information
created, stored, or best utilized with computer
technology of any type. It includes but is not limited to data; word-
processing documents; spreadsheets; presentation documents; graphics;
animations; images; e-mail and instant messages (including attachments);
audio, video, and audiovisual recordings; voicemail stored on databases;
networks; computers and computer systems; servers; archives; backup or
disaster recovery systems; discs, CDs, diskettes, drives, tapes, cartridges
and other storage media; printers; the Internet; personal digital assistants;
handheld wireless devices; cellular telephones; pagers; fax machines; and
voicemail systems.

Electronic Discovery Working Group of the Conference of Chief Justices

Partner Reviewed 75 million pages of text
Found over 50% of items were retained beyond policy )

Ml Cost of reviewing expired documents was $12 million
AN




Rule 37(f) “Safe Harbor” Analysis ,Symante&

- Routine / Consistent Operation

— “...designed, programmed, and implemented to meet the party’s technical and
business needs” (should be programmed and automatic in recycling, overwriting,
updating, or expiring)

* Good Faith

— Suspending the operation of a computer system which destroys ESI when a
legal hold is triggered is almost certainly a requirement for finding good faith.

* Relation to Rule 26(f) Conference

— Parties may/should try to overcome the uncertainties of Rule 37(f) by discussing
preservation scope and legal hold obligations early.

Rule 37- Safe Harbor Case Law ,symanteo

Doe v. Norwalk Community College, 2007 WL 2066497
(D. Conn. July 16, 2007)

In this sexual harassment case, defendant’s claim for protection against sanction for
spoliation under the Rule 37(f) “safe harbor” was rejected by the court due to a
failure to demonstrate a routine system for managing retention, and a failure to
execute the requisite litigation hold.

Records managers must engage
with IT and legal to support legal
hold for non-records
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Rule 37- Safe Harbor Case Law ,symanteo

Testimony revealed:

— 2004 emails were backed up for only one year

— A server transfer occurred and emails pre-dating the transfer were only
retained for six months or less

— Defendants did not have a consistent, “routine” system in place

Defendant did not follow its own records retention policy
* Finding:

— Defendants not entitled to protection under Rule 37

— Adverse inference jury instruction issued

— Defendants ordered to pay costs and fees associated with the discovery
motion

Rule 37- Safe Harbor Case Law ,symanteo

Good Faith:

“When a party is under a duty to preserve information because of pending
or reasonably anticipated litigation, intervention in the routine operation of
an information system is one aspect of what is often called a ‘litigation
hold.” “ Id. at Advisory Committee Notes to 2006 Amendment. Thus, in
order to take advantage of the good faith exception, a party needs to
act affirmatively to prevent the system from destroying or altering
information, even if such destruction would occur in the regular
course of business. Because the defendants failed to suspend it at any
time . . . the court finds that the defendants cannot take advantage of Rule
37(f)'s good faith exception.”

-See Residential Funding Corp. v. DeGeorge Fin. Corp., 306 F.3d 99, 107 (2d Cir. 2002)
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Rule 26 - Preservation 9 symantec.

Toussie v. County of Suffolk
2007 WL 4565160 (E.D.N.Y. Dec. 21, 2007)

- Plaintiff sought discovery of data relating to a real estate auction.

- Defendant produced two emails and objected to further e-discovery due to
burden and cost since emails were not retained in an accessible form.

» The Court ordered the county to perform a 35 keyword search of email
servers and backup tapes.
— Plaintiffs still unsatisfied with the production argued that some data was missing due to
failure to implement legal hold.

— The court agreed finding that the County did not alter its document retention policy and
did not nothing to prevent custodian deletion by failing to implement legal hold.

— Defendant ordered to pay fees and costs associated with the email dispute in addition to
costs incurred during discovery for data restoration from backup tapes and servers.

Safe Harbor 9 symantec.

Petcou v. C.H. Robinson
2008 WL 542684 (N.D.G.A. Feb 25, 2008)

- Plaintiff sought discovery of data relating to gender discrimination that
occurred over 8 years.

- Defendant’s system made e-mails “inaccessible” after 8-10 days of
deletion by the employee or by the employer upon employment
termination.

- The Court denied a request to search backup tapes for relevant emails that
had been deleted from email servers and denied spoliation sanctions.
— “In this case, Defendant deleted its employee's e-mails in accordance with its normal
retention and destruction schedule”

— “It does not appear that Defendant acted in bad faith in following its established policy for
retention and destruction of e-mails.”

11/12/08



11/12/08

Why Bother? 9 symantec.

- Storage is cheap @ $0.18 cents per gig

— Review cost is 2000X areater.
oogle
Google

—  What about volume, disposition, review, accessibility?

Just

= Email is not a record
— Maybe, maybe not. Relevance is the key. Legal hold is the call to action.

» IMis not a record
— Maybe, maybe not. Relevance is the key. Legal hold is the call to action.

+ We delete everything after 7 days
— Does this support your business needs? Are you sure you are deleting everything?

 Let the users decide
— Reduce manual processes for end users and discovery.




